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Reading

Read the text.
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A.
Match the ideas in column A with the corresponding paragraph in column B. Two of the paragraphs do not apply.


A
B
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Update your antivirus software regularly
Paragraph 2
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A strong password is more difficult for hackers to guess
Paragraph 3




Paragraph 4





Paragraph 5
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B.
Read the following paragraph about passwords. Five sentences have been removed from it. From the sentences (1-6), choose the one which fits each gap (a-e). One of the sentences does not apply.
How to stay safe online? 
[image: image4] Of course, you should do this for all of your online accounts: your email, social media, and Internet banking. Unfortunately, many people create passwords that are simple and easy for them to remember. 
[image: image5] So, for most people, it’s difficult to remember lots of different ones. However, when we use simple passwords, it makes it really easy for hackers to guess them and access our online accounts. 
[image: image6] Also, you shouldn’t use personal information as a password, such as your name or date of birth. 
[image: image7] For instance, try to create a long password which includes upper case and lower case letters, numbers, and special characters; these are more difficult to access.  Furthermore, never use the same password for all your accounts. Think about it. 
[image: image8] Follow these easy tips to keep your devices and your personal information safe.


1
The reason they do this is because almost everything online requires a password these days! 


2
Instead of these, use unique passwords that are difficult to guess. 


3
If a hacker gains access to one of your online accounts, then they can easily access all of them. 


4
There are some simple tricks to help you remember your passwords.


5
One of the easiest ways is to choose strong passwords. 


6
For example, ‘12345’ or the word ‘password’ are extremely common and should be avoided.
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C.
Match each word in column A with the word in column B than can replace it in the text. Two of the options do not apply.

A
B
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take (ℓ. 2)
1
bring
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take (ℓ. 8)
2
treat
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take (ℓ. 27)
3
have




4
steal




5
require
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D.
Answer the following questions.


1
How can you quickly check if a website is secure?


2
What is a VPN and how does it improve your security online?
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Vocabulary


E.
Fill in: hacking, rumour, misinformation, plagiarism, cyberbullying.

1
The tabloid started spreading a ………………..……….. about a famous celebrity and everyone believed it.


2
You can’t just copy that article and pretend you wrote it – that’s ………………..………..!


3
Did you hear about that man who was arrested last week for ………………..……….. into top-secret government data?


4
I think that ………………..……….. is unacceptable online behaviour and should always be reported. 


5
Some websites use ………………..……….. to deliberately deceive readers and make them believe things that aren’t true. 
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F.
Fill in: intellectual, sponsored, dramatic, eye-catching, light hearted.


1
This is ………………………….. content – it looks like a news article but it’s actually a paid advertisement. 


2
We always use the most ………………………….. photographs on our website to attract people’s attention.


3
Since you came up with this idea, it is your ………………………….. property. 


4
That was a very ………………………….. documentary about the future of the planet; I can’t stop thinking about it.


5
Tabloid newspapers usually print ………………………….. content rather than serious news stories. 
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Grammar


G.
Put the words in brackets into the correct tense.


1
If you only read tabloids, you ………………….……….. (not/get) all the facts.


2
Unless the editor prints an official apology, the celebrity ………………….……….. (take) the newspaper to court. 


3
Will the company stop printing newspapers when the website ………………….……….. (launch)?

4
The famous actress ………………….……….. (not/agree) to an interview unless we promise not to mention her private life. 


5
If people ………………….……….. (click) on online advertisements, websites make money.
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H.
Use the verbs in the list in the correct tense to complete the sentences.
( save  ( log out  ( study  ( know  ( block


1
If I were you, I …………..……….... computer science. 


2
James would have bought a new laptop if he …………..……….... some money. 


3
If someone left a nasty comment like that on my profile, I …………..……….... them from my social media account. 


4
If I …………..……….... of my online banking service, it wouldn’t have been hacked. 


5
If Laura …………..……….... the email was a scam, she wouldn’t have replied.
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Writing


I.
An online magazine has asked its readers to send in articles about cyberbullying. They will publish the best ones. Write an article for the magazine (120-150 words) suggesting ways for readers to avoid cyberbullying.
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Safe Online Behaviour


The Internet is a wonderful world of education, entertainment, communication and information, but it can also be a dangerous place. Cybercrime and inappropriate online behaviour can take many forms, such as hacking, phishing, scamming, identity theft, catfishing and cyberbullying. The people or programs committing these crimes are usually very sophisticated, which makes it difficult for most Internet users to realise immediately that something is wrong. Cybercrime can happen to anyone, but older people who are not digital natives, as well as children and teenagers who haven’t been taught about these dangers yet, are particularly at risk. The good news is that there are things that we can all do to increase our safety online. 





Internet security is something we all need to take seriously. First of all, always keep the personal information you share online to a minimum. For example, never include your home address or phone number on your social media profiles. The more information that a hacker has about you, the easier it is for them to pretend to be you and hack into your online banking or email account. You wouldn’t hand out your home address to everyone you meet in the street, would you? So why make this information accessible to potentially millions of strangers online? It might sound obvious, but another way to stay safe online is to choose strong passwords. A lot of people use passwords that are easy for them to remember, but this also means that they’re easy for hackers to guess. Always try to create long passwords that are a mix of upper and lower case letters, numbers, and special characters, and never use the same password for different accounts. 





Another way to stay safe online is to keep your privacy settings switched on. Without them, marketers and hackers can learn a lot about you from your browsing and social media habits. Thankfully, however, web browsers and operating systems allow users to change the settings in order to protect their privacy. Social media platforms also have their own privacy settings that users can adjust to make their profiles as private or public as they like. Online privacy and security are also important when you’re shopping online. To prevent cybercriminals from accessing your bank details, make sure you only shop on websites with secure, encrypted connections. You can find out if a website is secure by checking that the address starts with https: rather than http: (the s stands for secure).





You can use a secure VPN connection (Virtual Private Network) to improve your Internet browsing safety. This will provide a secure connection between your device and an Internet server so that no one can monitor or access your data. You should also be careful about what you download. Cybercriminals try to trick people into downloading malware (programs that steal your information). Malware can be disguised as an app, so don't download apps from websites you don't trust. Finally, remember to keep your antivirus software up-to-date. It doesn’t take much time to do and it could save you a lot of trouble. While these programs don’t catch everything, they will find and delete most malware and keep you, your devices and your data safer online.  





So, while the Internet does have its risks, there are also a lot of ways to stay safe online. By keeping personal information offline, creating strong passwords, adjusting your privacy settings, shopping on secure websites, using a VPN, and installing and updating antivirus software, we can all significantly reduce our chances of becoming victims of cybercrime.
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